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|. Executive Summary

As online crime has grown more prevalent, consumer confidence has plummeted. Unlike the old days when hackers
created viruses to be mischievous, modern-day malware authors create threats primarily to make a profit. As the
YUnderground Economy “has grown and flourished, cybercriminals have developed new methods for tricking victims
into downloading Trojans. These scams are amazingly lucrative, with profits totaling in the millions per year. Many
perpetrators hail from Eastern Europe where cybercrime is rampant and considered business as usual. Canadian
pharmacy spam, rogue antivirus (AV), and others are part of a well-organized business model based on the concept of
affiliate networking. In the case of cybercrime, products sold via affiliate marketing are anything but legitimate 2 such
as click fraud and credit card details 2 lucrative but also illegal.

+XQGUHGYV RI DIILOLBEPAHWVWRWBODWRUSDQVWDOOV IRU FDVK” SURJUDPV LQ ZKLFK D F
army of workers to drive traffic to malware-serving websiwWHVY :RUNHUV DUH SDLG D FRPPLVVLRQ IRU HYHU\
DFKLHYHG® 7UHQG OLFUR VHFXULW\ UHVHDUFKHUV GRFXPHQWHG RQH DIILOLDWH ZKF
in only one month. Installs receive different valuations according to location and residential broadband customers in

the U.S. and Western Europe are popular targets.

The pay-per-install business model often mimics the business world. A hierarchy based on levels of involvement keeps
crime bosses hidden and each affiliate group has a structure that consists of 3G H S D U WwitH @adhVhandling a
variety of functions. For example, affiliates are recruited just like in the business world, lured by the promise of beautiful
women, fancy cars, and luxury goods. Criminal organizations also hire technically savvy programmers to develop
sophisticated malware ranging from data-stealing Trojans to rogue AV software. Most are rewarded handsomely,
compared to usual wages in their area.

Just as legitimate companies hire search engine optimization (SEO) firms to market online, so too do criminal
affiliates 2 referred to as blackhat SEO. Web users visit these sites and contract malware via drive-by download or by
clicking on a video, resulting in a Trojan infection. In addition to sophisticated marketing programs, pay-per-install
businesses have established customer support centers to help rogue AV customers. Deceived customers 2 thinking
they paid for legitimate AV software2 FDOO LQ WR WKHVH FHQWHUV IRU 3KHOS” ZLWK WKHLU V\VWHP

Within the area of finance, pay-per-install organizations operate sophisticated, well-hidden, financial transactions using
legitimate merchant accounts and receiving actual credit card payments. Ironically, cybercriminals also excel at
security. In addition to proactively developing new binaries to evade pattern-based antivirus detection, some Russian
websites offer malware scanning. These criminal organizations also spend a great deal of time and money building
redundant systems and architectures. The Russian Business Network (RBN), one of the largest, most sophisticated
botnet syndicates, and others have learned from coordinated disconnections of bulletproof hosting providers, that
engaging smaller hosting providers spread out globally is a better way to diversify operations.

By some accounts the bad guys are winning. At this point, consumers do not play an active role so most crimes go

XQUHSRUWHG /DZ HQIRUFHPHQW LV DFWLYHO\ LQYROYHG EXW HIIRUWY DUH IUDJPHQ
are notoriously difficult to track down and shut down.
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